
 
Volume 2, Issue 1                                                                                                         ISSN No.2456-2300  

 

International Journal of Information Management and Technology 
 

1 

 

 @ 2017, IJIMAT All Rights Reserved  

 

Translation of Compound English Sentences to 

Indian Sign Language 
1st Deepali   2nd Vishal Goyal   3rd Lalit Goyal 

1Department of Computer Science,               2Department of Computer Science,  3Department of Computer Science,  

               Punjabi University          Punjabi University    DAV College 

                  Patiala, India               Patiala, India                Jalandhar, India 

singladeepali88@gmail.com    vishal.pup@gmail.com  goyal_aqua@yahoo.com

Abstract 

The idea of translating English text into Indian 

Sign Language using real-domain synthetic 

animations is illustrated in this paper. The 

translation system consists of a processing 

module that analyses the English input sentence 

to represent the phrase structure grammar 

representation on which Indian grammar rules 

for the reordering of English phrase terms are 

applied. The user parses the input English 

phrases through the converter module, which in 

turn exchanges the compound English phrases 

with their simpler versions through simple 

English grammar rules. The removal module 

extracts from the reordered sentence the 

inappropriate words. Lemmatization is 

performed to translate the words into the root 

form since the word inflections are not used in 

the Indian sign language. All the words in the 

sentence are then checked into a lexicon 

containing the English word and its HamNoSys 

notation, and the terms that are not in the 

lexicon are substituted by their synonym. The 

terms of the  sentence are replaced by their 

HamNoSys counter code. If the term is not in 

the lexicon, the HamNoSys code is used for of 

alphabet of words. The HamNoSys data is 

converted into SiGML tags, and these SiGML 

tags are sent to the animation module that uses 

avatar to convert the SiGML code into synthetic 

animation. 
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1. INTRODUCTION 

The system proposed is groundbreaking 

because videos rather than synthetic animations 

are used by the current working systems. Even 

the existing systems are limited to the 

translation into Indian sign language of words 

and predefined phrases, while our proposed 

system translates into actual domain English 

phrases into Indian sign language. In the world, 

about 7105 known living languages exist, 

divided into 136 separate families of languages. 

Sign language is one of the 136 families that are 

used to communicate their message to people 

with hearing impairments.[1] Depending on the 

area of the world, this language family includes 

136 sign languages worldwide. Of the almost 7 
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billion inhabitants on earth, almost 72 million 

are deaf and hard of hearing. In such a vast 

number, about 4.3 million of these individuals 

use sign language. The remaining almost 67 

million people who are deaf and hard to 

understand do not use any sign language to 

communicate. Therefore, nearly 90% of the 

deaf have very little to no access to education 

and other data. [1] 

In the world, India has the largest Deaf 

community. According to conservative figures, 

India has 70 million people with disabilities 

and, as per Census 2011, 18 percent of India's 

individuals with disabilities have hearing 

impairment. Perhaps "one of every five people 

who are deaf in the world, live in India" making 

it the country with the largest number of Deaf, 

and perhaps also the largest number of sign 

language users.But the ISL is still at its 

rudimentary stage of development. 

Sign language is used by the hearing impaired 

as a means of communication. Instead of 

voice, sign language utilises gestures, hand 

forms, hand digits and other body components. 

For different terms, it has numerous 

expressions. Sign language has its own 

grammar and vocabulary. Sign language 

differs from place to place. 

Hearing disabled people who use hand shapes, 

fingers, facial expressions, movements and 

other body parts use sign language [1]. As the 

signer frequently explains an occurrence using 

the 3D space around his body [5], it is a visual-

spatial language. Therefore, as sign languages 

do not have a well- defined structure or 

grammar, outside their small world, these signs 

are not or even less suitable. Sign languages 

were not considered bona fide languages until 

the 1960s, but merely collections of gestures 

and mime. American Sign Language study by 

Dr. Stokoe has been shown to be a full- fledged 

language with its own grammar, syntax and 

other linguistic characteristics. For other sign 

languages, like Indian Sign Language [3], there 

are several attempts to show the same. 

The elements of a sign are the acronym 

HOLME. 

 Hand shape (or Hand form), 

 Orientation (or Palm Orientation) 

 Location (or Place of Articulation) 

 Movement, and Non-manual 

markers (or Facial Expression) 

Sign languages, like oral languages, 

organize elementary, meaningless units 

into meaningful semantic units. 

1. HAMNOSYS 

As a computer-based sign language 

transcription system, Hamnosys (the Hamburg 

Notation System) 

(http://www.signlang.unihamburg.de/software/s

oftware.engl ish.html) was developed. For 

writing signs, HamNoSys is a notation system. 

In the form of signing parameters that include 

hand shape, hand orientation, hand position and 

hand movement, HamNoSys symbols define 

signs. 

This paper introduces a method that produces 

http://www.signlang.unihamburg.de/software/software.engl
http://www.signlang.unihamburg.de/software/software.engl
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HamNoSys that corresponds to the word input. 

The system covers all  the symbols for signing 

parameters when creating HamNoSys. All the 

basic hand and finger forms and their bending 

involve hand shapes. Hand orientation includes 

all possible views along with palm orientations, 

i.e. top view, back view and right-side view. All 

the fundamental motions of hands along with 

curved movements are covered in hand 

movements. Hand position includes head, pair, 

mouth, trunk, upper arm, lower arm, and lower 

extremity information. An alphabetic system 

that defines signs at the phonetic level is the 

Hamburg Notation System for Sign Languages 

(HamNoSys). 

A. Structure of HamNoSys 

For a single symbol, a HamNoSys notation 

consists of a description of the initial posture 

(describing non-manual features, hand shape, 

hand orientation and location) plus the acts that 

alter this posture in sequence or in parallel. 

 Hand shapes: Hand shapes i.e. Palm, Flat 

Hand, Divided Fingers, Thumb Combination, 

are grouped into four basic types. 

 

Fig. 1. Basic hand shapes. 

 Hand Orientation: By integrating two 

elements, HamNoSys defines the orientation 

of the hand: extended finger position defining 

two degrees of freedom, and palm orientation 

deciding the third degree. By offering 

symbols at a distance of 45 ° for both 

components. Wrist, Extended Finger and 

Palm Orientation execute hand orientation 

 

Fig. 2.  Wrist Orientation 

 

Fig. 3. Extented hand orientation 

 Hand Location: The requirements of 

the position are split into two elements: First, 

the position inside the frontal plane is 

determined (x and y coordinates, while the z 

coordinate is determined by the second. A 

"normal" distance of the hand from the body is 

presumed if the second part is missing. If both 

parts are missing, it is presumed that the hand is 

in "neutral sign space", i.e. with "normal" 

distance in in front of the upper torso. 

LITERATURE REVIEW 

In the area of spoken to sign language 

studies, national status is not as good as 

international status. Despite this, researchers 

have worked to make it easier for hearing 

impaired people to communicate with others 

who are listening. There has been research into 

converting English to Indian Sign Language, 

Hindi to Indian Sign Language, and Bangla to 

Indian Sign Language. 

A. Text to Sign Language Prototype 
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The machine translation system Prototype 

Text to Indian Sign Language is based on 

grammar transfer rules. There are five modules 

in the device. Input text pre-processor and 

parser, representation of the LFG f-structure, 

grammar transfer rules, generation of ISL 

sentences, and ISL synthesis. The subject-verb-

object (SVO) grammatical structure is encoded 

from the minipar generated input sentence 

structure using lexical functional grammar. The 

English word structure is translated to an ISL 

word structure using proper conversion laws. 

Following that, a stream of pre-recorded videos 

or icons is used to view the ISL sentences. 

Expert input from ISL experts is used to test the 

system. The framework is currently being 

checked on a compilation of 208 sentences, 

with a lexical conversion accuracy of 89.4 

percent. 

B. INGIT 

The INGIT project is a Hindi to ISL 

machine translation system with a parser for a 

restricted domain of railway reservation. The 

reservation clerk's feedback is translated into a 

Hindi sentence by the device.ISL is the 

translation. There are four modules in the 

translation method. 

The ISL grammar rules are applied to the 

ISL tagged string in the ISL generator module. 

Each word in the ISL tagged string is replaced 

with the appropriate character. The HamNoSys 

notation is then translated into SiGML tags, 

which are then used. Then it was animated with 

the aid of a virtual human. INGIT is based on a 

formulaic hybrid. A grammar strategy based on 

fluid construction grammar (FCG). 

Anuja et al. (2009) devised a framework for 

use in the railway and banking industries. 

Speech Recognition Module, Language 

Processing Module, and 3D Animation Module 

are the three modules that make up the device. 

The speech recognition module takes the clerk's 

speech as input and translates it into text. To 

create ISL gloss, the Language Processing 

Module contains an Input Text Parser, Eliminator 

(which eliminates unnecessary tokens from the 

parsed text according to the ISL dictionary), 

Stemmer (which transforms verbs into root form 

since ISL only uses simple present tense), and 

Phrase Reordering. The 3D Animation module 

transforms the ISL gloss into animation using a 

3D virtual human character. 

Lalit Goyal and Vishal Goyal (2016) ISL 

dictionary was created using synthetic 

animation, which was a computer- generated 

cartoon rather than a real individual. The 

sentence's words are translated into HamNoSys 

code, which is then converted into SiGML, 

which is used to construct synthetic animation. 

Lalit Goyal and Vishal Goyal (2016) the 

translation was suggested using synthetic 

animations in the real domain. The translation 

method reorders the words in an English 

sentence using the parsing module and ISL 

grammar rules. The sentence's terms are 

replaced with their HamNoSys code 

counterparts. After that, the HamNoSys code is 

translated into SiGML tags, which are then sent 

to the animation module. 
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Thi Bich Diepnguyen and Trung-nghia 

Phung (2017) Vietnamese sign language syntax 

transformation and linguistic rules were 

developed using a rule-based algorithm. The 

results of the experiments show that the 

proposed algorithm is accurate and useful for 

developing automated Vietnamese sign 

language translation. The consistency of the 

documents automatically translated by my 

computer is evaluated using the BLEU process. 

The method's original aim was to compare two 

documents that were machine translated and 

then manually translated by linguistic experts. 

1. PROPOSED METHOD 

The success of the translation scheme from 

English to Indian Sign Language necessitated a 

detailed understanding of both the Indian Sign 

Language and English lexicons. The dictionary 

database for English and Indian Sign Languages 

is called lexical information. The study of 

syntactic entails a detailed understanding of 

both English grammar and Indian sign 

language. To begin with, the dictionary of 

Indian Sign Language is extremely limited. 

Second, unlike English, where grammar has 

been standardized and comprehensive research 

has been undertaken, Indian Sign Language 

grammar is not standardized. In our study, we 

attempted to resolve the obstacles and 

established the English to ISL conversion 

method. 

The following modules make up the overall 

architecture of the English to ISL translation 

system: 

1) Development of an English-ISL bilingual 

dictionary. 

2) Sentence input preparation and assessment 

3) Define a word as a compound phrase, or a 

simple phrase. 

4) Using grammar rules, translate the given 

sentence into a simple word, depending on 

the form of detection. 

5) Input parsing of an English sentence 

6) A sentence reordering package based on ISL 

grammar rules. 

7) Unnecessary terms are replaced with the 

Eliminator. 

8) Lemmatization to evaluate the lemma of 

each word, as well as a Synonym 

substitution module that replaces the 

unknown word with its synonymous 

equivalent. 

9) Synthetic Animation Module 

A. System Architecture 

Our developed translation system receives 

written input in the form of an English 

sentence. The parser receives this English 

sentence and transforms it to a grammatical 

representation of the phrase structure, the user's 

input English sentences are parsed by the 

converter module, which then transforms 

compound English sentences to their simplified 

versions using the compound to simple module 

using grammar rules. Parsing the sentence 

yields all of the grammatical knowledge that 

will be useful in the next module. After that, the 

parsed sentence is sent to the conversion 

module, which reorders the English sentence 

words according to ISL grammar rules. Since 
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English uses the SVO order, while ISL uses 

the SOV order, as well as some other 

interrogative and negative sentences, reordering 

is needed. 

Unwanted terms are omitted from the sentence 

after the sentence structure is defined according 

to ISL grammar rules. This is due to the fact 

that the ISL only used terms of some meaning, 

rather than all of the supporting words such as 

connecting verbs, posts, and so on. The 

lemmatization module receives the eliminator 

output. Each word in the sentence is checked 

and translated into its lemma form by the 

lemmatise. Since the Sign Language uses the 

root form of each word, irrespective of other 

languages that use suffixes, gerund, different 

types of verb (present, past, and past forms of 

participle), different forms of nouns and 

adjectives, etc. in their sentences, lemma is the 

root form of the word that is needed. Each word 

in the sentence is checked and translated into its 

lemma form by the lemmatized. The root form 

of each word is required in Sign Language, 

despite the fact that other languages use 

suffixes, gerunds, different types of verb 

(present, past, and past forms of participle), 

different forms of nouns and adjectives, and so 

on in their sentences. The English word-

HamNoSys dictionary is used to replace of 

word in the resulting sentence with its 

HamNoSys equivalent (writing sign notation). 

For unknown words that are not found in 

dictionaries, HamNoSys substitutes the word 

characters. The HamNoSys notation is now 

present in every English word or character in 

the ISL sentence. This HamNoSys string is 

translated to SiGML using SiGML rules. 

 

 

Fig. 4. Block diagram of ISL Artificial 

animation representation 

I. RESULT EVALUATION AND 

DISCUSSION 

A framework to convert/translate English 

language sentences into ISL synthetic video 

animations has been designed as part of our 

study. 

 

Fig. 5. Compound to 

Simple/ISL Sentence converter 
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Fig. 6. Text to AVATAR Converter 

We conferred with an ISL interpreter and 

various English mentors for accuracy, showing 

them the tool's performance, and the feedback 

were positive, and the work was well 

appreciated. 

II. CONCLUSION 

This paper introduces a method for translating 

English text into Indian sign language. For 

Indian sign language, the automated system is 

the first real-domain transaction system. The 

conversion module (which converts an English 

phrase to an ISL phrase based on grammatical 

rules), the exclusion module (which eliminates 

unnecessary terms from the ISL phrase), the 

synonym and lemmatization module (which 

converts each word from the ISL phrase to 

root), and the animation module are the system's 

key components (converts the ISL phrase to 

synthetic animation).The framework is 

currently being developed to transform English 

text into synthetic animations without regard to 

meaning. It takes a long time to create the 

dictionary of English words to Indian signs, 

which includes the non-manual components of 

each sign as well as animated avatar lips that 

can be read by a hard-of-hearing user. 

The overall conversion accuracy was tested by 

demonstrating the device in various deaf 

schools. The work of the interpreters and 

students was greatly appreciated. The sign 

language dictionary can be extended in the 

future by introducing more words. The meaning 

may also be taken into account when translating 

an English sentence to an ISL sentence. 
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Abstract- 

This chapter discusses the trends and projections for 

wearable technology in the workout program. 

Analyzing the role of wearable technology for 

different users and why there is such a need for these 

devices in everyday lives. Wearable devices are 

increasing in function, and through integrating 

technology, users are gathering more data about 

themselves. This work also discusses the technologies 

that could be used in these devices. Sensors measure a 

number of parameters such as acceleration, frequency, 

duration, intensity and patterns in the movements that 

the individual makes. 

Keywords- 

I. INTRODUCTION 

Now a day, wearable technology becomes an integral 

part of our daily life. Wearable technology is very 

popular in sorts as it eliminates the risks and injuries 

during the physical activities. Wearable games 

innovation is fundamentally any gadget or mechanical 

assembly that connects to the user’s body or gear, 

which is using sensors to calculate, transmit and 

record information continuously that can be later used 

to break down strategy or physical execution. In this 

field, wearable devices such as smart watches, smart 

glasses, wrist bands, chest belts and smart shoes are 

becoming popular day by day. These devices 

commonly monitor heart rate, temperature of body, 

distance covered, acceleration, biomechanical 

movements, wake and sleep pattern. It consists many 

sensors such as temperature sensor, weight sensor, 

heart rate measurement sensor, and step measurement 

sensor that monitor the heart rate, body temperature, 

current weight, and step covered. There is one 

integrated chip are attached to this system which will 

check quality and performance of the person while do 

practice or playing. These devicesare then linked with 

Bluetooth and Wi-Fi that are used to transfer real time 

data to user’s personal computer 

II. BACKGROUND RESEARCH 

There are number of wearable devices which can 

calculate position of body, velocity of moves, distance 

covered, and acceleration. The GNSS (Global 

Navigation Satellite System) which is a part of GPS 

(Global Positioning System) helps to provide the 

information about human’s body. However, for 

underwater and indoors activities, GNNS 

measurements did not properly work and in densely 

build-up area’s the accuracy of system also 

compromised. GPS technologies have used to describe  
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the position, distance covered and velocity but when it 

works with acceleration data, there are many chances 

of errors [1]. There are many technology companies 

like ZephryTechnology, miCoach, Catapult, and 

Viporpod which are making technologies to easy the 

trainer’s decisions, workers performance, health, and 

safety [2]. ZephryvTechnology made a sport bra or 

sport chest belt which consist a bimodule and GPS. 

Bimodule calculate the many parameters including 

breath rate, impact, heart rate, posture, and heart rate 

variability. This is also measuring the temperature, 

psychological load and intensity, confidence of heart 

rate. Zephry can see these results by their Personal 

Computer [3]. Photo plethysmography consist a skin 

diode which produce red light that stick the tissue and 

reflected backward direction. This is observed by a 

photo sensor. This is helpful to calculate the pulse rate. 

On the other side, there is some measurement errors 

which are depend upon Photo plethysmography of skin 

and these errors are increased  during  the  exercise  

[4].  Approximately 500 years ago, first wearable 

device named pedometers were used by Leonardo da 

Vinci. It was used to measure the physical activity. 

Due the advancement in technologies, people then 

used accelerometer- based wearables which can 

monitor physical activities and improve the health 

issues [5]. Adidas made a MI Coach fit smart band 

which calculates every step. It also consists GPS. A 

person can monitor workout load, heart rate, steps 

completed, and calories burned. It is stay on wrist of 

user. However, person move hands and arms 

approximately all time, even if they are not walking. 

Wrist band is failed to decide these movements are 

calculated as steps or not [6]. 

III. TECHNOLOGIES THAT COULD BE 

USED 

A. Sensors: Sensors are used to gathered raw 

information from different measurements. This 

information is stored and used to calculate the 

different activities related health, training and 

performance. Many sensors are used together in 

one module and according to need of system 

sensors are combined. In the system, to monitor 

the different parameters four sensors are used 

together. These sensors are temperature sensor, 

heart rate measurement sensor, weight sensor and 

step measurement sensor. Temperature sensor 

monitors the body temperature which make 

estimate from skin temperature. Pedometers are 

used for step measurement sensors. 

B. GPS: The GPS (Global positioning system) is a 

navigational technology which is based on 

satellite. This technology is widely used to 

calculate the real time data and this data is 

analysed to improve the performance in 

physical activities. When persons start moving, 

the satellite can trace the person’s motion 10 

times in a second. For calculate the position, 

distance covered and speed of users, GPS is 

commonly used. It is also helpful for improve 

the performance of users by providing the right 

directions during the training. 

C. Bluetooth and Wi-Fi: Bluetooth and Wi-Fi 

both are wireless technology standards. 

Bluetooth is used to transmit recorded data to 

computers without any cable. Implementation 

of Bluetooth in wearable devices is easy and 

cheaper and it needs very low power. Wi-Fi 

provides good services to transmit the huge 

amount of data. The wearable devices which 

consist Wi-Fi directly make connection with 

internet through an access point of Wi-Fi. 

IV. APPLICATIONS 



Volume 2, Issue 1                                                                                                         ISSN No.2456-2300 

International Journal of Information Management and Technology 
 

@ 2017, IJIMAT All Rights Reserved 

 

 

The applications for wearable 

advancements are extending. Some 

applications are described below: 

• Healthcare: These devices are also suitable 

for healthcare. Individuals can monitor 

their heart rate, temperature and body 

movements and get some suggestion about 

their body. They can check the warning 

sings about serious disease or illness and 

take precautions. Some old age and 

disabled people are unable to go to hospital 

for regular check-up and seek advice from 

doctor. By using this device, they can 

monitor their health at home and get 

advices to improve their health. 

B. Diet Management: These devices are also 

useful in worldwide diet supplement market. 

It consists some body sensors which provide 

information about their body changes. For 

weight loss or gain, some people hire some 

council which provide suggestions according 

to health of people. However, everyone 

cannot go to council for many reasons such as 

financial, time, and traveling. People can use 

this kind of device to manage their diet for 

weight loss or gain. These devices provide 

recommendations about menu for mealtime. It 

is also giving warning to people about any 

deficiencies or excesses and need of minerals 

and vitamins. It would eliminate the need of 

council. 

C. Personal Training: People always experience a 

fundamental issue such as absence of 

knowledge to train proficiently, when the 

setting out on a personal workout program. 

Individuals can set up an online record and 

transferred seven days' information the 

administration would have a genuinely 

complete understanding of the client's present 

wellness. After understanding of user’s fitness 

record, system will provide suggestions like 

do ten press ups or downs, improve the speed 

etc. It is very beneficial for people who want 

to fit ourselves with help of others. 

D. Music has been appeared to modify a listener’s 

physiology and improve performance in specific 

environment. Music can help to move 

physiological values towards more attractive state. 

V. RISKS 

There are some risks in proposed wearable device by 

me which are very important to consider. These risks 

are listed below: 

 The highest risk in these kinds of devices is 

security and privacy of data. Devices use 

Bluetooth and Wi-Fi to transfer recorded 

information into computers. In this case, 

data can be leak or misuse by attackers. It 

may threaten in relation to security such as 

Data confidentiality, data integrity and 

authentications, which are three main issues 

to ensure the security. 

 Wi-Fi is commonly not a perfect decisio for 

wearables as it generates heat just as 

radiation which is not prescribed for 

closeness to the human body. 

 Bluetooth is creating problem with large 

distance. Sometimes data may be not 

transmitting to computer if computer is far 

away from wearable device. 

 The provided recommendations and 

strategies are not suitable for everyone 

because every people have different 

mentality and their own perceptions about 
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it. 

VI. CONCLUSION 

To conclude, the wearable technology plays an 

integral role in various fields. These sensors monitor 

the heartbeat, body temperature, weight, motion and 

speed of users. In addition to this, a chip is used to 

motor the quality and rate of practice and GPS 

technology used to monitor the direction and speed 

of user. Bluetooth and Wi-Fi are used to transmit all 

the recorded information into athletes or user’s 

computer. It provides another important feature of 

play music which is very helpful to change the mood 

swings. Technology is growing at very fast pace. So, 

it is estimated that in next two or three years, the 

many wearable devices will be launch in market. 
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Abstract—Wireless Sensor Networks (WSNs) are 

wireless networks for checking and recording 

conditions at diverse regions. In other words, WSNs 

are a combination of monitoring, sensing, computing 

and communicating in a single tiny device. The 

parameters which are commonly monitored are 

temperature, humidity, pressure, wind direction and 

speed, pollutant levels and vital body functions. 

WSNs rely on wireless connectivity and formation 

of networks so that the monitored data is 

cooperatively passed through the network to a main 

location or sink where it can be observed and 

analyzed. WSNs are normally deployed 

unwelcoming environments. Therefore, due to their 

distributed nature and their deployment in isolated 

areas, one of the main challenges in WSNs is the 

secure routing of data through the network. Security 

in sensor networks is, therefore, a challenging task 

Different types of attacks are discussed in this paper, 

including examination of various types of attacks and 

respective techniques for tackling these. 

 
INTRODUCTION 

Wireless Sensor Networks (WSNs) are wireless 

networks for checking and recording conditions at 

diverse regions. In other words, WSNs are a 

combination of monitoring, sensing, computing and 

communicating in a single tiny device. The 

parameters which are commonly monitored are 

temperature, humidity, pressure, wind direction and 

speed, pollutant levels and vital body functions. 

WSNs rely on wireless connectivity and formation of 

networks so that the monitored data is cooperatively  

passed through the network to a main location or sink 

where it can be observed and analyzed [1][2]. 

 
Characteristics of wireless sensor networks: 

 
Widely used Wireless Sensor Networks (WSNs) have 

certain characteristics that make them unique due to 

the features they provide, but also in terms of the 

provided targets for adversaries. For that reason, the 

scientific and architectural distinctiveness of WSNs 

are highlighted in the following section covering the 

constraints of sensor nodes and also the constraints of 

the on the whole WSN topology[3]. 

 

 

 
SENSOR NODE CONSTRAINTS. 

 

Individual sensor node in a WSN has the 

intrinsic limitations in resources, due to which the 

design of security procedures becomes more 

complicated [4][5]. 

• MEMORY LIMITATION: The memory 

present in the Sensor node is usually of very 
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small size because half of the memory is 

occupied by the operating system[6]. 

• COMPUTATIONAL LIMITATION: 

The computational power of the sensor 

nodes is controlled due to cost and 

energy-saving considerations. 

• POWER LIMITATION: A sensor node has 

to scrimp and save with the supplied energy 

that must outlast the sensor's life. Because 

the sensor's battery can neither be replaced 

nor recharged. 
 

 
 

• TRANSMISSION RANGE: Sensor nodes 

should use a small transmission range .to 

minimize the cost of energy consumed for 

communication. 

• PHYSICAL ACCESSIBILITY: In WSNs an 

attacker can easily attack nodes because they 

are mostly deployed in a hostile environment. 

Additional physical threats, such as weather 

and radiation, can disturb the network. 

 

NETWORK CONSTRAINTS: 

 

• DEPLOYMENT UNCERTAINTY: Sensor 

nodes are usually deployed randomly and 

dynamically, so that's why there is 

deployment uncertainty. 

• USE OF WIRELESS LINKS: The transfer in 

WSNs is not consistent because of the use of 

the wireless broadcast medium in which 

interferences can occur. 

• REMOTE MANAGEMENT: The sensor 

nodes have to be managed remotely due to 

their deployment in hostile environments. 

• NETWORK PARTITIONS: In a randomly 

deployed WSNs whenever there are large 

networks, it can happen that the network is 

divided into small sub- networks, so called 

network partitions, which sometimes may not 

be able to communicate with each other. 

• LACK OF A CENTRAL MANAGEMENT: 

There is no specific central facility that 

governs the whole WSN system. 

WSNs are self-configuring and self- 

organizing. This leads to emerging 

challenges. 

 

• SCALABILITY: Scalability has to be 

considered in network protocols as a large 

amount of sensor nodes are deployed to 

monitor or supervise a certain area. 

• TOPOLOGY CHANGES: Though, there 

are no changes in the topologies of WSNs, 

but it may become possible due to the node 

failures, which may be due to hardware 

failures or battery depletion. 

• FAULT TOLERANCE: Sensor nodes may 

get fail due to the battery depletion or some 

hardware failures. They should be built that 

much robust so that it may tolerate the 

normal faults. 

 

ATTACKS ON WSNs 
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PHYSICAL LAYER: 

 

• Jamming —It is unwanted and troublesome, 

which causes denial-of-service conditions. 

Its caused by interfering with the radio 

frequencies [7]. 

• Tampering —Tampering happens when 

sensor node is physically altered or 

destroyed. An attacker can extract sensitive 

information. 

 

 

 

DATA LINK LAYER: 

• Exhaustion :The battery power will get 

exhausted using an interrogation attack and 

compromised node sends repeated data 

causing battery power consumption[8]. 

• Collision: When packets on transmission on 

same frequency collide, they cause a change 

in the data portion. 

NETWORK LAYER: 

 Sinkhole attack—This attack targets the base 

station and the attacker blocks its way for 

getting the complete and accurate information 

• HELLO flood: Whenever a node sends a 

hello packet, it is considered a member of the 

network by the base station. An attacker may 

use it as a tool to fool large number of nodes 

to consider it as their neighbor. 

TRANSPORT LAYER: 

• Flooding attack —This is a Denial of Service 

(DoS) attack that destroys the whole network 

by flooding with huge amount of traffic. 

• De-synchronization Attacks: It refers to 

the intemiption of an existing connection. 

APPLICATION LAYER 

 

 

• Overwhelm attack: An attacker may try to 

beat network nodes with sensor stimuli, 

which causes the network to forward bulks of 

traffic to a base station. 

• Path-based DOS attack: In this fake or 

replayed packets are injected into the 

network. 

 

 

 

 

 

 

 

 

 

 

 

 

CONCLUSION 

 

In this paper, several constraints of wireless 

sensor networks and security threats have been 

discussed with detail. In WSNs power limitation, 

memory limitations, transmission range and their 
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scalability make the security a challenge for the 

researchers. Wireless Sensor Networks are deployed 

in hostile or unattended areas where no physical 

security can be provided, that are why they are 

exposed to numerous security threats which can 

endanger the success of applications. This paper will 

help the future researchers to get basic knowledge 

about security attacks and different constraints of 

Wireless Sensor Networks. 
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