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ABSTRACT:  

Information and Telecommunication 

Technology (ITCT) has penetrated into the 

depths of human life and is affecting human 

lifestyle in various aspects. Cloud computing is 

one of the newest technologies on the market. 

In cloud computing, users can access their files 

or data from anywhere using the Internet. Cloud 

computing is one of the most new technology in 

market. In cloud computing user can access 

their files or data from anyplace using internet. 

It has several positive impacts like reliability, 

increase throughput, reduce costs. Identifying 

authorized users is a big issue. Users wishing to 

access data or services must be registered and 

before accessing any data or services; 

Authorization must be authenticated. There are 

several authentication techniques including 

traditional and biometric but has some 

drawbacks. In this paper review the 

authentication in cloud computing. 

1. INTRODUCTION 

Cloud computing refers to the management of 

scalable and IT related services to users through 

the Internet. It is a computing technology in 

which dynamically scalable and IT connected 

resources are provided as a service through the 

Internet. Cloud computing technology is a new 

concept, which provides great opportunities in 

many areas. Cloud computing is a collection of 

computers and servers that are publically 

accessible via internet. Cloud computing allows 

consumers and businesses to use applications 

without installation and access their personal 

files at any computer with internet access. Cloud 

computing provides the variety of internet based 

on demand services like software, hardware, 

server, infrastructure and data storage [1,2]. 

CHARACTERISTICS OF CLOUD 

COMPUTING  

National Institute of Standard and Technology 

(NIST) describes cloud computing with five 

essential characteristics are [3, 4] 

Broad network access – User can access cloud 

services using desktop, laptop, mobile phone 

etc. over the internet  

Rapid elasticity – Cloud computing has ability 
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to quickly allocate and de-allocate the services 

as per requirement. 

Resource pooling – Cloud provider schedules 

resources to the user as per their requirement. 

On-demand self-service – Cloud provides all 

needed computing resources as per requirement 

to user. 

Measured service – Cloud providers 

controlling on usage of resources. 

SERVICE MODELS 

Software as a Service (SaaS) 

It has the ability to provide user any software 

running on a cloud substructure. Software is 

deployed over the internet. In this model 

customers licenses the applications and the 

cloud service providers provide the required 

facility to the end users when they require [3]. 

Platform as a Service (PaaS) 

Platform can also be provided as a service. In 

this any kind of platform is provided as a 

service of which user has no control but user 

can use it. [4]. 

Infrastructure as a Service (IaaS) 

Infrastructure facilitates the user by providing 

computing resources where user can run the 

software without having control on underlying 

infrastructure but has control over the operating 

system being use [4]. 

DEPLOYMENT MODELS 

There are three Deployment Models and are 

described below [3,4]: 

Private Model: This model is designed for 

individual organizations such as a home and an 

organization and they can use it for their own 

purposes. 

Public Model: This infrastructure is available 

to the general public. The public cloud is a 

model in which resources are generally 

available to everyone or anywhere. 

Hybrid Model: Hybrid Clouds is a 

combination of public and private cloud. This 

can be done private cloud require some 

important services from the public cloud like 

Private cloud can store some information on 

their private cloud and we can use that 

information on public cloud. 

BENEFITS OF CLOUD COMPUTING 

Increase Throughput – Cloud computing get 

more work done in less time with less people. 

Reduce Costs – In cloud computing, user 

shares computer hardware, software and data so 

there’s no need to spend money on hardware or 

software. 

Improve Accessibility – In cloud computing 

user can access data, files anytime from 

anywhere via internet. 

Requires Less Training – Cloud computing 

takes fewer people to do more work. So there is 

requirement of minimum training of hardware, 
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software problems to user. 

AUTHENTICATION IN CLOUD 

As cloud users store their information to 

various services across the Internet, it can be 

accessible by unauthorized people. So security 

is the most important issue in cloud computing. 

To provide security we require proper 

authentication technique in cloud computing. 

Typically, authentication is done based on 

information about one or more of the 

information of the subject, such as password or 

secret information and tenure of the user such 

as passport, driver’s license, other is biometric 

behavior of the user, such as voice, fingerprint 

ir, is, etc. the security issues of cloud 

computing, particularly on authentication. the 

data from unauthorized user, only admitted 

persons access the resources. The user is 

verified by different access control 

mechanisms. 

Authentication Techniques 

1. Password – The combination of login and 

password is the most commonly used method 

of authentication but is not secure. 

2. OTP – OTP is a One Time Password where 

in password is provided upon request. An 

OTP can prevent a password from being 

stolen and reuse. This password is valid for a 

limited period of time. 

Advantages of authentication 

There are various advantages of authentication 

systems which are used to identify the user of a 

home The main purpose of these systems is to 

authenticate the user correct to access the 

information, and protect against unauthorized 

access and identity fraud[5,6]. 

Disadvantages: 

It is not always accurate and considered an 

invasion of privacy to be watched. 

CONCLUSION 

The services of cloud computing is based on the 

internet. Security is a major concern to identify 

authorized user  in cloud computing. To provide 

cloud services only to the authorized user, secure 

authentication is necessary in cloud computing. 

There are so many authentication techniques like 

Voice recognition, password, OTP, finger 

recognition etc. but still it has some drawbacks 

like at times password techniques are not 

feasible, password can be easily stolen by hacker 

or if user uses complex password, user may 

forget that password etc. 
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