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Abstract 

The term Big Data refers to data sets of huge volume, 

variety, velocity which are difficult to store, process, 

capture and analyze using traditional database systems. 

To analyze this large amount of data Hadoop can be 

used. Hadoop is a open source java based programming 

framework that supports the processing of large data sets 

in distributed system using Map Reduce programming 

Model. Hadoop works as a master slave architecture 

consisting of name node, data node, secondary name 

node, job tracker, task tracker. 
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INTRODUCTION TO BIG DATA 

Big Data is word used to determine techniques and 

technologies to capture, manage, store and analyze larger 

sets of data having high velocity which is either 

structured, semi- structured or unstructured. The data is 

coming from everywhere such as social media contents, 

images, videos, digital pictures and sensors etc. that 

make is difficult to handled by the traditional database 

systems and software technologies. Data over the size of 

petabytes is considered as Big Data[1]. Oracle defined 

Big Data in terms of four V‟s- Volume, Velocity, Variety 

and Value [2]. Saneh Lata Yadav and Asha Sohal 

defined big data in terms of fives V‟s- Volume, Variety, 

Velocity, Veracity, Value [3]. Oguntimilehin A and 

Ademola E.O. define big data in terms of fives V‟s and a 

C i.e. Volume, Variety, Velocity, Veracity, Value, 

Complexity [4]. 
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Fig. 1 5V‟s of Big Data 

Volume: It includes Different types of data is to be 

supported such as storage of data, live streaming, 

data coming from social media. 

Velocity: It means speed at which the files are 

created and processes are carried out refers to the 

velocity. 

Veracity: It indicates data reliability with respect 

to Big Data Exploitation. 

Variety : It Consists of various types of data is to be  

supported such as structured, semi-structured, 

unstructured, numeric data, email, audio, video etc. 

Value: It shows worth with respect to Big Data 

Exploitation. Considering what commercial value 

that any new source and forms of data can add to the 

business or scientific research. 

Complexity: Today‟s data comes from multiple 

sources and it is still an undertaking to link, match, 

cleanse and transform data across systems. However, 

it is necessary to connect and correlate relationships, 

hierarchies and multiple data linkages or your data 

can quickly spiral out of control [4]. 

Big Data Analytics 

There are many techniques and technologies that help us 

to better understand the big data analytics based tools, 
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the technique which is used by an individual while 

considering Big data project is depends upon the type of 

data being analyzed, the technology available to you. 

Hadoop 

Hadoop is open source java based programming 

framework which supports the processing of large sets of 

data in a distributed computing environment. It is a part 

of the apache project sponsored by the Apache 

Software Foundation. With the help of Hadoop large 

sets of data can be processed and analyzed over cluster of 

server and applications can be run on the  system  with  

thousands  of  nodes  involving  petabytes of information. 

It is very highly used to analyze Big Data by researchers 

and administrations. Hadoop is influenced by Google‟s 

structural design, Google File System & Map Reduce.  

Hadoop  procedures  in  the  large  data  system  in  a 

spread calculating environment [5]. It decreases the 

risk of system failure in case of large amount of nodes 

failure, because of its Distributed File System. Hadoop is 

so popular because of its properties like flexibility, 

scalability, performance, cost effectiveness, 

computational capacity and storage. Hadoop works better 

with a small number of large files and not with large 

number of small files [6]. There are many different 

techniques to deal with small files problems such as: 

Hadoop Archive, Improved HDFS, Extended HDFS, 

New HAR, Combine File Input Format. Hadoop is a 

software framework where an application is divided into 

various parts [7]. Hadoop  Architecture basically consists 

of: 

 HDFS (Hadoop Distributed File System) 

 Map Reduce (Programming Framework) 

HDFS and Map Reduce combine consists of Name  

Node, Data Node, Secondary Name Node, Task 

Tracker and Job Tracker. 

 

 

Fig. 2 Hadoop Architecture 

HDFS 

HDFS or Hadoop Distributed Files System basically 

designed for storing large files it gives the 

programmer unlimited storage and is the only reason 

behind turning to hadoop. HDFS is the underlying 

distributed file system that supports the persistent 

running of hadoop HDFS can be deployed on 

dedicated servers or commodity machine [8].HDFS 

manages storage on the clusters by breaking 

incoming files into pieces called „blocks‟ and storing 

each blocks redundantly across the pool of the server 

[9].HDFS works as a Master-Slave architecture 

where name node works as a master node and data 

node works as a slave. It stores three copies of each 
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file by copying each piece to three different servers. 

HDFS provides fault tolerant data storage on 

commodity hardware. HDFS accepts data in any 

format like text, images, videos etc. regardless of 

architecture and automatically optimizes for high 

bandwidth streaming. While storing and 

transforming large number of small files using HDFS 

creates an overhead to Map Reduce program which 

greatly affects the performance of name node. 

 

 

Fig. 3 HDFS Architecture 

Name Node: Name Node is centrally placed node 

runs as Master Node. Name Node contains metadata 

information about the block stored in Hadoop 

Distributed File System.Contains Metadata The 

Name Node controls slave Data Nodes. It stores all 

the information about system and provides newly 

added, modified and removed information from data 

nodes in order to provide faster access to the clients 

on read/write requests. The name node manages and 

controls how files are broken down into blocks, 

identifies which slave node should store these 

blocks ,along with the overall condition and fitness 

of the Distributed File System [10]. It performs 

memory and I/O intensive tasks. 

 

Data Node: Data Nodes are the Slave Nodes which are 

controlled by name node. HDFS can contain multiple 

data nodes on the basis of capacity and performance. It 

stores the actual data in HDFS. It sends the information 

to the name node about the files and blocks stored in that 

node in this way it service all the read/write requests on 

files stored on HDFS. When a data node is down, it 

doesn‟t affect the availability of data or cluster. Name 

Node will arrange for replication for the blocks managed 

by the Data Node that is not available. 

Secondary Name Node: Secondary name node is not a 

backup node rather it is a helper node in Hadoop. 

Secondary name Node‟s task is to regularly check the file 

System and edit logs from name node after specific 

interval of time and apply it to fesimage file. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 4 Secondary Name Node 

Map Reduce 

Map Reduce is a Programming paradigm used in Apache 

Hadoop. Map Reduce was reduced by Google to process, 

analyze and store large data sets parallel on large 

multimode cluster of commodity hardware in a reliable 

and fault tolerant manner. Map Reduce enables an 

inexperienced programmer  to develop parallel programs 

and create a program that can  use computers in a cluster 

[11]. 
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Fig. 5 Map Reduce 

Map Reduce involves two main phases as Map Phase and 

Reduce Phase. 

Map: Map task reads the input as a set of key, value pair. 

Map job parallelly analyze the individual chunks of an 

application. The result of Map task is sent to the reduce 

task as an input. 

Reduce: Reducers accepts input from Mappers and then 

apply core processing logic to produce results in a timely 

manner [1].  

Map- Reduce also works as Master Slave architecture in 

which job tracker works as a master node and Task 

Tracker works as a Slave Node. 

Job Tracker: Job Tracker service as a master node and 

Monitors all the tasks of Map Reduce which are executed 

by task tracker on slave nodejob Tracker have two major 

responsibilities which are managing and controlling the 

cluster resources and then schedule all user jobs [3]. 

Task Tracker: Task Tracker service as a slave node of a 

cluster. It accepts the jobs from the job trackers and 

performs the Map Reduce operation on each cluster. Task 

Trackers are responsible for executing the tasks assigns by 

the Job Trackers. Data Engine consists of all the 

information about the processing of data. Fetch manager 

protects and fetch the data while particular task is running. 

 

 

 

 

 

 

 

Fig. 6 Job Tracker and Task Tracker 

Conclusion: Big Data provides enterprise with more 

choices because of its lots of related technologies and 

tools. 5 V‟s and 1 C is discussed in this paper. This paper 

also describes the Hadoop frame work along with all its 

components such as Hadoop Distributed File System, Map 

Reduce, Data Node, Name Node, Secondary Name Node, 

Task Tracker and Job Tracker. 
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Abstract:  

Cloud computing provides services as a form of 

internet based computing using data centers that 

include servers, storage and networks. The cloud 

computing is an immense probable in low cost and 

demand services. In recent years there are increasing 

in the number of users using cloud computing services 

in many areas. Due to this reason arising issue of fault 

tolerance. Fault tolerance uses techniques that 

guarantee the reliability, availability of critical 

services. In this paper discuss the fault tolerance 

techniques, types, Metrics for measure the 

performance of Fault Tolerance, different types of 

polices, mechanism and its models. 

Keywords: cloud computing, fault tolerance. 

1. INTRODUCTION 

Cloud computing is an extension of distributed and 

parallel computing. Cloud Computing is an emerging 

and innovative platform, which makes computing and 

storage available to the end-users as services. It is a 

technique of computing in which dynamically scalable 

and IT related resources are provided as a service 

through Internet. Cloud computing technology is a 

new concept, which provides great opportunities in 

many areas. Cloud computing is a collection of 

computers and servers that are publically accessible 

via internet. Cloud computing allows consumers and 

businesses to use applications without installation and 

access their personal files at any computer with 

internet access. Cloud computing provides the variety 

of internet based on demand services like software, 

hardware, server, infrastructure and data storage.  

2] CHARACTERISTICS OF CLOUD 

COMPUTING: 

National Institute of Standard and Technology (NIST) 

describes cloud computing with five essential 

characteristics such as [1, 2, 3] 

 On-demand self-service – Cloud provides all needed 

computing resources as per requirement to user. 

 Measured service – Cloud providers controlling on 

usage of resources. 

 Autonomous system - users can reconfigure and  

combine software and information according to their 

requirements. 

 Cost- -No capital expenditure or any up-form 

investment is required in cloud. Payment for services 

is made on the basis of need. 

 User-centric interface - cloud interfaces are not 

dependent on location of user. They can be accessed 

by well-established interfaces such as web services 

and internet browsers. 

 Quality of Service (QOS) - Cloud  computing assures 

Quality of service for users by guaranteed 

performance, bandwidth and memory capacity. 

 Virtualization - Utilization of resources is increased 

by sharing the server and storage devices. 

 SERVICE MODELS 

 Software as a Service (SaaS) 

mailto:singla.geetu@gmail.com
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It has the ability to provide user any software running 

on a cloud substructure. Software is deployed over the 

internet. In this model customers licenses the 

applications and the cloud service providers provide 

the required facility to the end users when they 

require. Examples may include web browsers and 

Google docs [2, 3, 4, 5 ]. 

 Infrastructure as a Service (IaaS) 

Infrastructure facilitates the user by providing 

computing resources where user can run the software 

without having control on underlying infrastructure 

but has control over the operating system being used. 

IaaS may include IT resources such as severs, 

networking and storage. Users get access to the 

infrastructure with the help of virtual machines. It 

provides an elastic architecture which offers high rate 

of availability [2, 3, 4, 5]. 

 Platform as a Service (PaaS) 

Platform can also be provided as a service. In this any 

kind of platform (i.e. tools, library, services) is 

provided as a service of which user has no control but 

he/she can use it. User can easily generate 

applications by using PaaS provided by CSP. Mostly 

virtual machines are used in this case. Most preferably 

various kinds of tools and applications are deployed to 

facilitate the users[2,3,4,5]. 

 DEPLOYEMENT MODELS 

There are three Deployment Models and are described 

below[1,2,3,4]. 

 Public Model: This infrastructure is 

available to the general public. As the name suggests, 

public cloud is a model in which resources are 

generally available to everyone or anywhere. 

 Private Model: This model is developed for 

the private organizations like one house and an 

organization and they can use it for their own purpose. 

This kind of a service is not accessed by everyone. 

 Hybrid Model: Hybrid Clouds are 

combination of public and private cloud in a same 

network. This can be done if private cloud need some  

important services from the public cloud like Private 

cloud can store some information on their private 

cloud and we can use that information on public 

cloud. 

 BENEFIT OF CLOUD COMPUTING 

[1,2,3] 

 Increase Throughput – Cloud computing 

get more work done in less time with less people. 

 Reduce Costs – In cloud computing, user 

shares computer hardware, software and data so 

there’s no need to spend money on hardware or 

software. 

 Improve Accessibility – In cloud 

computing user can access data, files anytime from 

anywhere via internet. 

 Requires Less Training – Cloud computing 

takes fewer people to do more work. So there is 

requirement of minimum training of hardware, 

software problems to user. 

2. FAULT TOLERANCE 

The purpose of fault tolerance in cloud systems is that 

in case of occurrence of error, the system to have the 

ability of tolerating to the happened occurrence and 

can continue its process. In this type of systems, 

definitions of error, fault and failure are presented to 

associate the difference between them in the mind of 

cloud user. Failure- whenever a system doesn’t 

perform its expected job correctly, a failure has been 

occurred. Error the reason of fault is existence of an 

error in the system. Fault the reason of failure 

occurrence is existence of an error in the system[6,7]. 

FAULT AND ITS TYPES 

The reason of failure occurrence is existence of an 

error in the system. It is classified basis on the 

resources and time. It can be Permanent, Transient and 

Intermittent [7,8,9]. 

Types of Fault 

 Network Fault- due to the network partition, Packet 
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loss, corruption, destination and link failure. 

 Physical Fault- occurs in Hardware like fault in CPU, 

Memory and Storage. 

 Processor Fault- due to operating system crashes. 

 Process Fault- due to the shortage of resource, 

software bugs. 

 Service Expiry Fault- service time to a resource is 

expiring while application is using it. 

 Media Fault- due to the media head crashes. 

FAULT TOLERANCE AND ITS POLICIES 

When the system continuous to function correctly 

without any data interruption even if some 

components of system have failed to perform correctly 

.it is very difficult to achieve 100% tolerant but fault 

can be tolerant up to some extent. Fault tolerance is 

one of the most advantages of the Cloud. There are 

many methods are used for fault tolerance to the 

reliability and scalability feature it provide fault 

tolerance mechanism for ability of a system to perform 

its function correctly even in the presence of 

fault[7,8,9,10]. 

FAULT POLICIES 

 Proactive: - To predict the fault and avoid recovery 

from fault, error & failure proactively replace the 

suspected component detect the problem before it 

actually come. Preemptive Migration, Software 

Rejuvenation. 

 Reactive: - Reduce the effort failures 

when the failure occurs. It an on demand faults. 

Checkpoint replication task resubmission 

 Adaptive:-Automatically according to the 

situations. Fault needs of an application change 

depending on its current position its state space and 

range of control input that can be applied. 

EXISTING FOR TECHNIQUES FAULT 

TOLERANCE  

There are various Reactive and Proactive based 

techniques are used for tolerance the Fault in Cloud 

Computing [7,8,9,10] 

REACTIVE FAULT TOLERANCE 

Reactive fault tolerance policies reduce the effect of 

failures on application execution when the failure 

effectively occurs. 

 Check pointing/Restart- it is a task level 

fault tolerance technique for long running and big 

applications. After doing every change in system 

checkpoint is done. When a task fails, it is allowed to 

be restarted from the recently checked pointed state 

rather than from the beginning. 

 Replication- means copy, various task 

replicas are run on different resources, for the 

execution to succeed till the entire replicated task is 

not crashed. It can be implemented using tools like 

HA Proxy, Hadoop and AmazonEC2 etc. 

 Job migration- During failure of any task, it 

can be migrated to another machine. This technique 

can be implemented by using HA-proxy. 

 S-Guard- It is less disruptive to normal 

stream processing and makes more resources available 

S- Guard is based on rollback recovery and be 

implemented in HADOOP, Amazon EC2. 

 Retry- It is the simplest task level technique 

that retries the failed task on the same cloud resources. 

 Task Resubmission- It is the most widely 

used fault tolerance technique in current scientific 

workflow system. Whenever a failed task is detected, 

it is resubmitted either to the same or to different 

resource at runtime. 

 User defined exception handling- In this 

user specific the particular treatment of a task failure 

for workflow. 

 Rescue workflow- This technique allows the 

workflow to continue even if the task fails until it 

become impossible to move forward without catering 

the failed task. 

PROACTIVE FAULT TOLERANCE 

Software rejuvenation- It is a technique that designs 
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the system for periodic reboots. It restarts the system 

with clean state 

 Self Healing- When multiple instances of an 

application are running on multiple virtual machines, 

it automatically handles failure of application 

instances. 

 Preemptive Migration- it is based on a feedback- 

loop control mechanism where application is 

constantly and analyzed 

FAULT TOLERANCE MODELS IN CLOUD 

COMPUTING 

There are various Models are based on the existing 

Fault Tolerance techniques in Cloud Computing 

[8,9,10,11]. 

AFTRC (Adaptive Fault Tolerance Model in Real 

time Cloud Computing) –  

it is based on the fact that a real time system can 

take advantage the computing capacity, and scalable 

virtualized environment of cloud computing for better 

implement of real time application. Its make the 

decision basis on reliability of processing Nodes. 

LLFT (Low Latency Fault Tolerance)- 

It is a propose model which contains a low latency 

fault tolerance middleware for providing fault-

tolerance for distributed applications. Middleware 

Replicate application by using semi active and semi 

passive replication process to protect the application 

against fault. 

FTWS (Fault Tolerance Workflow Scheduling)-  

it is proposed model which contains a fault tolerant 

work flow scheduling algorithms for providing 

distributed fault-tolerance by using replication and 

resubmission of tasks based on priority of the tasks in 

a heuristic matric. 

FTM(Fault Tolerance Model)-  

it is proposed model to overcome limitation of 

existing methodologies of the on- demand service. To 

achieve the reliability and resilience they propose an 

innovative perspective on creating and managing fault-

tolerance. 

CANDY- 

it is a component base availability modeling frame 

work, which constructs a comprehensive availability 

model semi automatically from system specification 

describe by systems modeling language. 

Vega-warden-  

it is a uniform user management system which 

supplies a global user space for a different virtual 

infrastructure and application services in cloud 

computing environment. 

FT-cloud-  

it is a component ranking based framework and its 

architecture for building cloud application. its 

algorithm automatically determine fault tolerance 

stately. 

MAGI-CUBE- it is high reliable and low redundancy 

storage architecture for cloud computing. The build 

the system on top of HDFS and use its storage system 

for file read/write and Meta data management. This 

model based on the fact that high reliability and 

performance and low cost (space) are the three conflict 

component of storage system. 

Metrics for Fault Tolerance in Cloud Computing 

The existing fault tolerance technique in cloud 

computing considers various parameters: throughput, 

response-time, scalability, performance, availability, 

usability, reliability, security and associated over-

head. [8,9,10,11] 

 Throughput–It defines the number of tasks 

whose execution has been completed. Throughput of a 

system should be high. 

 Response Time- Time taken by an algorithm 

to respond and its value should be made minimized. 

 Cost effectiveness: Here the cost is only 

defined as a monitorial cost. 

 Scalability– Number of nodes in a system 

does not affect the fault tolerance capacity of the 

algorithm. 
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 Performance– This parameter checks the 

effectiveness of the system. Performance of the 

system has to be enhanced at a sensible cost e.g. by 

allowing acceptable delays the response time can be 

reduced. 

 Availability: Availability of a system is 

directly proportional to its reliability. It is the 

possibility that an item is functioning at a given 

instance of time under defined circumstances. 

 Usability: The extent to which a product can 

be used by a user to achieve goals with effectiveness, 

efficiency, and satisfaction. 

 Reliability: This aspect aims to give 

correct or acceptable result within a time bounded 

environment. 

 Overhead Associated: It is the overhead 

associated while implementing an algorithm. 

Overheads can be imposed because of task 

movements, inter process or inter-processor 

communication. For the efficiency of fault tolerance 

technique the overheads should be minimized. 

Related Work 

CONCLUSION 

Fault tolerance is a major issue in cloud 

computing. It relates to all techniques essential to 

enable a system to tolerance software flaws 

remaining in the system after its development. 

This paper identified the some fault tolerance 

techniques, models, mechanism. In future need to 

work on different check pointing and replication 

techniques to achieve maximum utilization of 

resources, minimize response time, maximize 

throughput and avoid overload. 
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