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Abstract: Automation has become the primary 

concern in each and every sector whether Industry, 

Business, Home etc. Internet of Things (IoT) has 

become the backbone of automation. This chapter 

includes an overview of IoT. Several issues and 

challenges for the implementation of IOT are also 

covered in the chapter. 
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1. Introduction: Internet of Things (IoT) refers to 

the interconnection (using internet) of enormous 

physical devices and people around the world for 

sharing and transferring data. [1,2] The 

interconnected devices can range from very small 

home device such as water geyser to as big as self 

driven car. The objective is to automate their 

functioning, enable them remotely controlled and 

enable them collect and pass on the data through 

attached sensors. IoT enabled devices are said o be 

digitally intelligent. IoT relieves the human efforts for 

communication due to the imbibed self intelligence in 

the connected devices. In the beginning IOT 

application were widely accepted in business 

activities such as manufacturing industry for machine 

to machine communication. Process automation in the 

business applications has been entirely transformed 

through IoT. IoT in industry is given the name fourth 

industrial revolution or Industry 4.0. Nowadays every 

industry in the world either has adopted Industry 4.0 

or is moving towards industry 4.0. 

IOT works on the principal of data sharing 

and integration. The sensors installed on the devices 

collect data which is integrated at the connected IoT 

platform and analyzed for useful purposes. An IoT 

scenario is shown in figure 1. For example the 

collected data can be used for decision making, 

identifying some pattern, future forecasting, event 

recording etc. The primary components of the IOT 

are devices to be connected, digital sensors installed 

on the devices, network components for 

interconnecting the devices, Internet platform, clouds 

for data storage and software tools for data processing 

and analysis. IoT has wide scope and applications in 

almost all the fields starting from commerce, 

engineering, medical, household, automobile, 

education, industry etc. Home automation has strong 

applications of IoT ranging from security, 

entertainment, voltage conservation, appliance 

control etc. [3]                    

In today’s world IoT has been so widely 

accepted around the world that the number of devices 

connected to IoT has surpassed the people on earth. 

IDC which is a technological analysis firm predicts 

41.6 billion connected IoT devices by the year 2025. 

Although industrial and automotive equipment has 

the maximum share connected devices but IDC 

senses wide adoption of IoT connected smart home in 

the near future. Gartner also predicts 5.8 billion 

connected devices in the automotive sector.   
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Figure 1. IoT scenario (Source: 

blogs.sap.com/2016/10/02/) 

2. Applications and Issues of IoT 

IoT and Intelligent Devices: IoT and device 

intelligence are two different domains although 

integrated and supplemented together to achieve the 

ultimate objective of consumer benefit. IoT enables 

the devices to transfer and share the information 

mutually or at the consumer end. At the same time the 

intelligent devices are able to make the decisions 

using the collected data from the connected devices. 

Thus, benefitting the consumers in making wise, 

analytical, advanced and quick decisions. Device 

intelligence is implemented through the applications 

of Artificial Intelligence algorithms and techniques. 

The data collection using IoT is stored and processed 

though AI algorithms in the real time so as to reach to 

the instant conclusions as the human being can in 

IoT. For example, IoT connected room lighting 

system can optimize the amount of lighting in the 

room sensing the activities of sitting person. Thus, 

light saving can be achieved. Similarly sensors can be 

applied to know the pollution level in our surrounding 

so that precautionary measures can be taken 

accordingly. IoT aims at making our homes, offices 

and vehicles smarter.  

IoT and Smart Homes: Smart home is one of highly 

fascinating application of IoT. People around the 

world are excited about the concept of smart home. 

Many companies are providing the smart home 

solutions around the world. Smart home concept not 

only guarantees the comfort and ease in the 

household activities but results in cost saving also. 

The IoT connected mood-sensing music systems, 

lighting, air conditioning, automated locking of doors 

and windows, kitchen appliance controlling, smart 

washing and many more are the applications of IoT to 

perform the house operations in a smart way [4,6]. 

Following are the benefits of smart homes.     

 The house appliances can be controlled and 

monitored through mobile phones or through 

web applications. For example we can control or 

check the room temperature at home before 

reaching. Similarly we can set the temperature of 

refrigerator depending upon our expected 

reaching home.  

 Using the application of IoT it is possible to 

optimize the spending at home. We can identify 

the wastage and go for auto control for net 

saving. For example the lights and fans of the 

rooms can be automated in the way that they are 

switched off when nobody is sitting in the room. 

Similarly Ac can be regulated depending on the 

number of persons present in the room.          

 By regulating the appropriate use if home 

appliances, the ultimate wastage of power, 

generation of heat and other gases, waste of 

water etc will be reduces. Thus the positive 

environmental impact will be there.   

 IoT blended with intelligent devices will 

automate certain household operations sensing 

the house holders moods and activities. For 

example doors may be opened automatically 

sensing the presence of owner at the outside. TV 

channel may be tuned to the preferred channel 

etc. Thus IoT brings comfort to the householders.  

 House security can be strengthened using IoT. 

Surveillance cameras can be deployed. 

Automated siren system can be installed at 

homes, suspicious activity monitoring may be 

recorded in the surrounding etc. Further house 

activities can be monitored remotely on the 

mobile phones or web browser.  

 Today, monitoring systems for households are 

able to detect power surges, recognize leakages 

using water or gas sensors, warn about dangerous 

air pollution and send timely notifications to 

prevent complications or even a catastrophe. 

Security vulnerability of IoT: Although, there are 
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numerous benefits of IOT in the modern world, but 

many challenges and issues [7] are to be addressed to 

reap the its full benefits. Security vulnerability is one 

the primary issue of IoT [8]. Very large amount of 

data is transferred in IoT. Sometimes the data which 

may be very sensitive or private to a person is 

transferred which need a robust security infrastructure 

to be applied. But security infrastructure of IoT is still 

in infancy, which is a great concern. Hackers and 

intruders remain active to target the IoT 

communication channels or data collection nodes. 

Web cams can be hacked easily. Strong security 

protocols are needed to put in place for the foolproof 

security in IoT.         

IoT and Privacy: Since the scope of data collection 

is quite wide in IoT which is placed on large data 

centers for further processing and analyzing, data 

privacy again becomes a primary concern. Sometimes 

the customized devices which are otherwise 

configured for individuals private activities may be 

exposed to their party, thus the data privacy comes at 

risk. For example many business organizations record 

data about their transactions or product 

delivery/selling etc. such data may not be revealed 

over Internet.        

Data Volume and Storage Infrastructure: The 

concept of IoT is entirely based on the data collection 

and sharing. As per IDC, data created by IoT devices 

will grow rapidly future. Almost within five years, 

IoT will create 79.4 zettabytes of data. A big amount 

of data is being created through surveillance. The 

retaining of the collected data becomes necessary for 

real time analysis as well as to draw long term 

estimations and forecasts. Therefore, large capacity 

storage is the necessity to store the large scale data. 

Although, the option available is cloud storage but 

that brings in the issues of data privacy and security.         

AI and IoT  

IoT devices are generating vast data which is 

collected, stored and analyzed to draw the useful 

information for use in home, business, profession etc. 

AI has been used to draw the conclusions and 

predictions from the stored data. Without applying 

the AI algorithms the final objective of IoT may not 

be realized. Only one part of the system will be 

fulfilled without applying the AI techniques on the 

stored data and that is the data collection. After that 

manual procedures will be applied to reach to some 

conclusions. This is almost impossible because of a 

large amount of data collection in IoT.      

 

 

Conclusions: IoT is the Technology of the today. In 

today’s world no field can be though off without the 

application of IoT whether Industry, Commerce, 

Hospitals, or Houses. On one hand where IoT is 

revolutionised the world with its great benefits, there 

are many challenges to realise its ful potential without 

sacrificing the security, privacy and integrity. This 

chapter is an effort to introduce the IoT and its uses. 
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Abstract  

With the development of technology, numerous 

computerized methods have come up to extract the 

hidden information from the images. The processed 

images have found its application in numerous 

sectors and medical science is one of them. Breast 

cancer is the most worrying disease that affects the 

majority of women universally.A mammography is 

a paramount tool for conducting a screening of 

breast cancer. Appropriately did mammography 

helps in detecting breast cancer at initial stages and 

reduces the mortality rate. In cases where breast 

cancer is detected timely, even chemotherapy can be 

avoided. The limitation faced by mammography is 

because of low-quality images, human visual 

systems and controlled nature of distortions. The 

research paper discusses the three phases involved 

in the detection of breast cancer and declaring it as 

cancerous or non-cancerous. The three phases 

discussed are enhancement of mammogram image, 

segmentation of an image, and finally classifying it 

as benign or malignant. The research paper 

elaborates on the flowchart and algorithm 

elaborating on the anticipated methodology. 

Keywords 

Benign, Enhancement, Malignant, 

Mammography,  Segmentation. 

I. INTRODUCTION  

Mammography is considered as a 

technique demanding examinations in medical 

imaging requiring fine details, high contrast, low 

patient motion, minimum noise levels, and 

appropriate viewing conditions. The mammography 

must be accomplished by means of dedicated 

mammographic imaging equipment with low energy 

output imaging competence like tungsten anode at low 

kilovoltage of 30kVp or less or rhodium or molybdenum x-

ray tube anode. A mammography is a paramount tool for 

conducting screening but it undergoes high false-positive 

and false-negative rates. This limitation faced by 

mammography is because of low-quality images, 

limitations suffered by the human visual system and

 controlled nature  of distortions [1,  2]. 

Mammograms have their own limitations like the uneven 

shape of masses, variation in size, and deceptive 

resemblance of the masses and other dense regions of breast 

tissue. Despite proposing several processing techniques for 

diagnosing breast masses, the rate of success has been on 

the lower side. The appropriate position of the patient and 

the compression of the breast is equallyimportant [3].The 

image classification offers doctors a second opinion which 

assists inaccurate diagnosis and saves physicians time and 

patient’s money. 

A mammography is a screening tool for breast cancer 

detection but it contains low-quality mammogram images 

with highly false-positive and false-negative rates. Lesion 

(cut, scratch) and masses are a sign of breast cancer in 

mammograms. Masses can be classified into three types, 

architectural distortion (benign category indicates the 

presence of post-surgical scars or soft tissue damage and is 

noncancerous and non - harmful for the human body and 

do not spread one part of the body to another part.), 

malignant (presence of palpable breast mass which is 

cancerous and harmful to the human as it spreads all over 

the body and cannot be cured easily), and bilateral 

asymmetry (high density in one of the breast as compared 

to the same area in other) [4, 5]. 
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The two approaches for conducting image 

processing are analog image processing and digital 

image processing. Analog image processing is opted 

to handle hard copies resembling photo graphs 

digital techniques are pre-processing enhancement 

and display, and information extraction. Different 

enhancement techniques like Grayscale 

manipulation, Green Channel Complement, 

different filters (Mean filter, Median filter, 

Laplacian filter, Gabor filter, etc.), Histogram 

Equalization, etc., are available to be used for 

enhancing an image. Different parameters are used 

to obtain numeric readings to justify the 

effectiveness of the research work. Subjective 

parameters are visual quality and computation time 

and objective parameters are Peak Signal Noise 

Ratio (PSNR), Mean Squared Error (MSE), 

Normalized Absolute Error (NAE), Normalized 

Correlation, Error Color and Composite Peak Signal 

to Noise Ratio (CPSNR).The PSNR (Peak Signal to 

Noise Ratio) block computes the peak signal-to-

noise ratio, in decibels, between two images [7]. 

This ratio is often used as a quality measurement 

between the original and a compressed image. The 

higher the PSNR, the better the quality of the 

compressed, or reconstructed image. The PSNR and 

MSE (Mean Square Error) are the two error metrics 

used to compare image compression quality. The 

MSE represents the cumulative squared error 

between the compressed and the original image, 

whereas PSNR represents a measure of the peak 

error. The lower the value of MSE, the lower the 

error. 

II. STATE OF ART 

There are numerous publications relevant to image 

classification of mammogram images, but very few 

papers provide a thorough explanation of breast 

cancer image classification methods, feature 

extraction and selection measures, grouping 

measuring parameterizations, and image 

classification conclusions. This section illustrates 

the research work conducted in the field of 

mammography in the past few years. 

K.Akila,  L.S.Jayashree,  and  A.Vasuki  in 2015 

[7] detailed the importance of contrast enhancement 

technique in the arena of image processing conducted on 

mammograms. The enhancement conducted on the basis of 

contrast is broadly categorized as direct and indirect 

contrast enhancement. Histogram Equalization is 

considered a prominent enhancement technique. The 

authors concentrated on the working principle of several 

indirect contrast enhancement techniques such as HE, 

CLAHE, RMSHE, BBHE, and MMBEBHE. The readings 

of numerical parameters like EME (an effective measure of 

enhancement) and PSNR (Peak Signal Noise Ratio) are 

taken to justify the research workconducted.Saeed Khodary, 

M Hamouda, Reda H Abo El-Ezz, Mohammed E Wahed, 

2017 [8] stated that early detection of breast cancer greatly 

improves the prognosis and treatment for patients, the early 

signs of breast cancer that appear in mammograms, digital 

mammography is one of the best methods detection of 

breast cancer. Screening the breast by mammograms is 

useful in the detection of cancer diseases in women 

without any external symptom. In this paper, author’s aim 

to early detection of breast cancer by mammography 

depending on the production of excellent images and 

competent interpretation, the author’s aims to analyze the 

digital mammograms by computerization for helping the 

radiologist to detect and classify breast cancer early. The 

proposed technique depends on segment digital 

mammograms and separates the tumor regions and 

classifying these images based on feature extraction, the 

shape of a tumor, and edge- sharpness, the system decides if 

mammogram image is normal or ab normal, and determines 

whether the abnormal one is benign or malignant. The 

proposed system is implemented  by the MATLAB 

program.Abdullah-Al Nahid, Yinan Kong in 2017 [9]stated 

that breast cancer is the biggest cause of death among 

women all over the world today.Advanced engineering 

relevant to image classification and artificial intelligence 

has  found its application in the classification of breast 

images. The authors detailed the working ofthe 

Convolutional Neural Network (CNN) method for breast 

image classification. The author’s also explained the 

involvement of the conventional Neural Network (NN), 

Logic- Based classifiers such as the Random Forest (RF) 
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algorithm, Support Vector Machines (SVM), 

Bayesian methods, and a few of the semi-supervised 

and unsupervised methods which have been used 

for breast image classification.Hanna Dumkyet al. 

in 2018 [10]stated that around 8023 women were 

diagnosed in Sweden with breast cancer. The paper 

elaborates that mammography examinations vary 

with the positioning of the patient. The study in the 

paper is conducted using qualitative methods. The 

paper identified three main categories: positioning 

of the patient, positioning of the detector, and 

compression. A fourth category, compliance, also 

emerged during the analysis work and was 

identified by the radiographers as being an 

important factor to be able to succeed with 

positioning andcompression.Ahmed F. Yousef et al. 

in 2018 [11]stated that contrast-enhanced spectral 

mammography (CESM) enjoys high diagnostic 

accuracy. It works on principles having relevance 

with those of MRI and hasa similar acceptance of 

contrast enhancement. The paper studied and 

compared CESM and MRI in the case of breast 

masses. The patients under study were of age range 

between 30 to 60 years. All multiple histologically 

proven lesions were detected by CESM (100%) and 

MRI (100%), with no significant difference in their 

size and number in both modalities. CESM is 

valuable for the diversity of local recurrence of 

post-treatment scarring after breast-conserving 

therapy and evaluation of residual tumor after 

treatment, with the unknown primary site of 

malignancy.K. Rajendra Prasad, M. 

SulemanBashain 2018 [12] stated that detection of 

breast cancer is an emerging need that requires 

appropriate detection of the stages of breast cancer 

detection. The research paper makes use of a 

support vector classification method to perform 

mammogram classification. The paper presents the 

experimental results of classification performed on 

mammograms demonstrating the efficiency of SVM 

with underlying mechanisms of texture methods and 

it suggests the best combination of SVM and texture 

method to a radiologist for better medical diagnosis 

of breast cancer detection. K.U. Sheba, S. Gladston Raj in 

2018 [13]stated the importance of detecting breast cancer at 

an early stage in order to reduce the death rate among 

women in the long term. The research paper is committed 

towards the growth of classification tools to distinguish 

among healthy, benign, and malignant breast parenchyma in 

digital mammograms. The system proposed in the research 

paper can be used as a reference reader for performing a 

double reading of the mammograms and assisting 

radiologists in conducting clinical diagnosis in order to find 

out suspicious abnormalities. The regions of interest (ROI) 

are spontaneously noticed and segmented from 

mammograms by means of global thresholding via making 

use of Otsu’s method and morphological operations. Nasrin 

Tavakoli, Maryam Karimi, Alireza Norouzi, Nader Karimi, 

Shadrokh Samavi, S. M. Reza Soroushmehr in 2019 

[14]stated that the rate of mortality because of breast cancer 

can be minimized by initial analysis and conduct. Despite 

proposing several processing techniques for diagnosing 

breast masses, the rate of success has been on the lower 

side. The authors proposed a technique base donadeep 

learning method for classifying the breasttissuesasbenign 

(cancerous) or malignant (non-cancerous). The deep 

learning approach comprises CNN (Convolutional neural 

network) and decision mechanism. The completion of the 

preprocessing phase is followed by assigning a block 

around each pixel into a trained CNN to determine the pixel 

as normal or abnormal. The authors stated that employing 

the CNN intended for classification of the pixels of the 

suspicious regions enabled them to achieve enhanced 

results by obtaining the readings of 95 percent for AUC and 

94.68 for accuracy. Natascha C. D’Amico, Enzo Grossi, 

Giovanni Valbusa, Francesca Rigiroli, Bernardo Colombo, 

Massimo Buscema, Deborah Fazzini, Marco Ali, Ala 

Malasevschi, Gianpaolo Cornalba, Sergio  Papa in 2020 

[15]performed research in which authors considered forty-

five enhancing foci in 45 patients considering imaging 

follow-up or needle biopsy serving as a reference standard. 

33 benign and 12 malignant lesions were present. There 

were 8 such benign lesions that had 5-year negative follow 

up and 15 malignant lesions were included to the dataset in 

order to offer reference cases to machine learning analysis. 

A 1.5-T scanner was used to perform the MRI 
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examinations. 1 3-D T1 weighted unenhanced 

sequence was acquired followed by 4 dynamic 

sequences. Sensitivity, accuracy, and specificity 

were calculated for each classifier as point estimates 

and 95% confidence intervals(CIs). Sushreeta 

Tripathy and Tripthi Swarnkar in 2020 [16] 

elaborated on the critical role played by the 

identification of micro calcification and 

architectural distortion in mammogram

 images. The imaging offers additional 

information as compared to initial screening  and 

enables enhanced focus on skeptical masses. The 

preprocessing of mammograms plays an important 

part to minimize the rate of false positive. The 

authors elaborate on the performance of HE 

(Histogram Equalization) and CLAHE (Contrast 

Limited Adaptive Histogram Equalization) 

responsible for enhancing the mammogram images. 

Both the techniques were inspected on mammogram 

pictures. The highly contrasted pixels percentage 

was recorded on mammograms. The authors 

proposed an innovative preprocessing technique 

based on statistical features like CII in order to 

detect artifacts in mammograms. The authors 

proposed that in future work the proposed 

preprocessing can be extended to perform further 

attributes extraction. 

III. PROPOSED WORKFLOW 

The research to be conducted would involve three 

primary phases i.e. enhancement, segmentation, and 

classification of mammograms. The enhancement 

phase is intended to enhance the mammogram 

image under study by removing the noise and 

normalizing the mammogram image. The 

segmentation phase concentrates on focusing on 

ROI (Region of Interest) and detects any kind of 

micro calcification and minor of the lesions present 

within the mammogram image. Finally, the 

classification is conducted. This phase decides 

whether the mammogram understudy is benign 

(cancerous) or malignant (non-cancerous). For 

classification of the mammograms, supervised 

learning is brought into practice. Fig. 1 shows the 

different phases involved in analyzing mammogram images. 



Volume 4, Issue 2     ISSN No.2456-2300 

 

International Journal of Information Management and Technology 

@ 2017, IJIMAT All Rights Reserved 
 

 

 

Fig. 1 Figure shows the different phases involved in analyzing mammogram images 

Fig. 2 shows different techniques available for each of the three phases shown in Fig. 1. 

 

Fig. 2 Figure shows different techniques available in different phases of research 

The detailed workflow to be adopted for conducting the research work is proposed below in Fig. 2 as a flowchart 

followed by a detailed algorithm. 
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Algorithm 

Fig. 2 Figure depicts the flowchart for the detection of breast 

cancer in three phases 

7. The segmented image is further forwarded to

1. Initiate with the research. 

2. Select the mammogram images for the available 

benchmark databases like MIAS, DDSM, etc. 

3. The mammogram image is enhanced using appropriate 

enhancement methods like CLAHE, Green Channel 

Complement, Morphological operations, etc. 

4. The degree of enhancement achieved is measured using 

numerical metrics like PSNR (Peak Signal Noise Ratio), 

MSE (Mean Square Error), and RMSE (Root Mean Square 

Error). 

5. The enhanced image is given as input to the segmentation 

phase. The ROI (Region of Interest) is extracted and 

undergo segmentation. 

6. The segmentation performed is measured in terms of 

achieved accuracy, specificity, sensitivity, PPV, NPV, 

FNR, FPR, etc. 

8. Classification is conducted using supervised learning 

via neural networks and image understudy is 

classified as benign (cancerous) or malignant (non-

cancerous). 

IV. FUTURE WORK 

Detection of breast cancer is a significant social obligation as it 

has been a prominent cause of death among women due to 

cancer. Computer- aided techniques have significant 

importance in the detection of abnormalities which may be 

overlooked by even proficient radiologists. The modern digital 

mammography is an exciting development for conducting 

breast cancer screening and diagnostic applications. The 

research work would conduct promising initial experimental 

clinical tests particularly for masses with more illustrative 

clinical trials. The appropriate flowchart and algorithms would 

be constructed to accomplish each phase. The  results obtained 

at each phase in numerical figures would be compared with the 

existing research and the worth of the conducted research 

would be compared and checked with the existing research. An 

appropriate simulation tool would be used for programming 

and calculate the figures of different performance metrics. The 

focus would be laid on maximizing the values of PSNR and 

accuracy keeping the value of MSE and RMSE as lower as 

possible. 
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