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Abstract- 

Wireless Sensor Networks have attracted attention of 

researchers due to the vast number of applications 

provided by them. However, two biggest issues 

faced during use of such type of networks are: Low 

power capacity and limited computational ability. 

Due to the rapid advancement in technology, more 

secure communication channels have been 

discovered. So, it is essential to make WSN more 

secure in the era of growing competition in the field 

of technology. In this paper, security aspects and 

various types of attacks in WSNs have beenstudied. 

Also, the limitations of Wireless Sensor Networks 

and the security goals they are required to achieve 

have been discussed. Keywords: WSN, Wireless 

Sensor Network, Security issues 

INTRODUCTION 

Wireless sensor network is a network consisting of 

small size and low complexity components called 

nodes that can sense the environment around them 

and transmit the collected information. The collected 

information can be communicated in two ways either 

directly or via multi hops to sink that may utilize it 

locally or transmit it to another networks using 

gateway nodes[1]. 

WSN is generally made up of single or multiple base 

stations and a large number of low-cost small nodes 

with low power requirements. The nodes comprise 

of microprocessors, radio transceivers and sensors 

which not only help them in sensing the environment 

but also in transmitting and processing the gathered 

data. The nodes can transmit data wirelessly within 

short distances and are integrated together for a 

specific purpose. These battery-powered nodes are 

installed in adhoc manner. The nodes are expected to 

work for a long span of time without attendance and it is 

generally difficult to recharge and replace their battery as 

they mostly they operate in harsh environments i.e. 

battlefields. Hence they are prone to security breaches 

and physical damage so making them unreliable. As 

WSN is a distributed network, its security is very crucial. 

It has to be assured that unauthorized users cannot access 

the data. Data integrity, confidentiality and availability 

need to be maintained in sensor networks in order to 

make these networks secure. Sensor networks are prone 

to security lapses due to issues like deployment in hostile 

areas and computing and communication limitations. 

The applications of WSN in crucial fields like buildings, 

battlefields, bridges, habitat monitoring etc make its use 

avoidable in today's world. Such networks become prone 

to different security threats as they have physical 

interaction with external environment. Moreover, being 

installed in unattended sites, sensor networks become 

more vulnerable to security attacks as attackers can 

control a node easily and make the network accept the 

attacking nodes as a valid one. Hence a variety of attacks 

can be applied on the network once it is captured by the 

attacker [2]. 

LIMITATIONS IN SENSOR NETWORKS 

The limitations of wireless sensor can be divided into 

three types: Network limitations, physical limitations 

and node limitations. Generally a sensor node consists of 

4-8 MHz processor, 4 KB RAM, 12 KB flash and radio 

frequency of 916 MHz [4]. To minimize the cost and to 

have more applications, a reduction in the size of the 

node is required. Size reduction further leads to energy 

reduction that imposes restrictions on processing and 

storage which makes the  design of these nodes a 
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cumbersome task [6]. Heterogeneous nature of 

sensor nodes is another bigger limitation of sensor 

network thus one security solution cannot be 

implemented on every node. Along with having 

node limitations, WSNs also hold the drawback of 

adhoc and mobile networks due to lack of physical 

infrastructure and heavy reliance on insecure 

wireless channels [3]. Applying security 

mechanisms in WSNs increases the cost of the node. 

Also, conventional security techniques cannot be 

always implemented in sensor networks because of 

energy limitations and other restrictions such as 

deployment in hostile environments [5]. 

SECURITY GOALS 

While handling WSNs, our main focus is on 

achieving the following security features: 

1. Confidentiality: Confidentiality means 

secrecy. Sensor network should resist 

revealing information to unauthorised users 

[9],[10]. 

2. Availability: Availability means providing 

uninterrupted services to authorized users even 

in case of DoS ( Denial of Service) attack[9]. 

3. Authentication: Authentication means a sender 

node should be able to verify the identity of the 

receiver node. [9],[10] 

4. Integrity: By integrity we mean that information 

in transmission should not get altered by an 

attacker [9],[10]. 

5. Authorization: Authorization makes sure that 

network resources and services can be accessed 

by authorized nodes only. 

6. Non repudiation: Non repudiation means a node  

cannot refuse to resend a previously sent 

message. 

7. Forward secrecy: If a sensor node leaves a 

network, it should not have access to future 

messages. 

8. Freshness: Freshness is of two types: Key 

freshness and data freshness. Data freshness 

ensures that no message has been sent by an 

adversary and all messages are recent. 

9. Secrecy: WSNs experience frequent addition and 

removal of sensor nodes thus forward and 

backward secrecy becomes vital for network 

security. Forward secrecy ensures that if a sensor 

node leaves a network, it should not have access to 

future  messages. Backward secrecy means a sensor 

node which has joined the network late should not 

access to messages sent in the past. 

SECURITY ASPECTS OF WSN 

The wide range of applications like environmental 

monitoring, home automation, traffic monitoring etc 

have made WSNs tremendously popular but managing a 

sensor network is a cumbersome job as well[7]. Being 

deployed in sensitive and unattended areas, it is crucial 

to ensure confidentiality and authenticity of data in 

sensor networks. In absence of effective security 

mechanism, confidential information can be accessed by 

an adversary or a malicious node may transmit false 

messages through the network. Thus, WSNs are 

vulnerable to various types of security attacks which 

have been presented briefly in this section [8]: 

1. Denial of Service (DoS) attack: In DoS attack, the 

attacker floods the network with unnecessary packets 

in order to exhaust the resources thus preventing the 

authorized users from acquiring required resources or 

services [8]. DoS attack not only refers to an 

attacker's intent to disturb, destroy and destabilize a 

network but also to any event which limits a 

network's capacity to provide service. Thus, it refers 

to malicious actions as well as an unintentional 

failure of nodes. Various kinds of DoS (Denial of 

Service) attacks are performed in  different layers of 

WSNs. 

2. The Wormhole attack: In this type of attack, a message 

is sent by one sensor node to the another across the 

network. The node at receiving end tries to pass the 

received packet to its neighbour. The neighbour node 

tries to send that message to the sender node which is 

out of range. Thus, this message never reaches the 

destination. Such types of attacks are malicious as 

they do not require to capture a sensor node in the 

WSN, they begin to attack as soon as the sensor starts 

detecting neighbouring information. 

3. The Sybil attack: In Sybil attack, the attacking nodes 

presents itself as a bunch of nodes and starts sending 

misleading or wrong information to another nodes in 
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WSN. The techniques to counter a sybil attack 

on the network are Encryption and 

Authentication. But these techniques are 

effective only to the outsider sources whereas an 

insider node cannot be denied participation in the 

network. So sybil attack is performed by 

utilizing the identities of victim nodes. Some 

techniques i.e. Public key encryption can be 

successful to an extent to counter an insider 

attack but resource limitation of sensor network 

prevents  its utilisation. 

4. Selective Forwarding attack: In such type of 

attack, most of the received messages are not 

forwarded further by a specific node. The 

efficient working of WSN is directly dependent 

upon repeated forwarding as the message is 

passed or propagated through several nodes to 

reach the destination. 

5. Sinkhole attack: In a sinkhole attack, the attacker 

creates a sinkhole having the malicious node at 

the centre thus diverting all the traffic in that 

specific area through the adversary node. This 

attack works on the principle of making the 

attacking node attractive to neighbouring nodes 

with respect to the routing algorithm. It is very 

difficult to handle sinkhole attack as it is hard to 

verify routing data provided by a sensor node. 

6. Passive information gathering: In passive 

information gathering attack, the attacker 

possesses  a well-designed antenna and an 

accurately powerful receiver to capture the 

information travelling through the network. By 

encrypting the messages, the physical location of 

the nodes is detected thus allowing the assault to 

track down the location of nodes and attack them. 

7. Node capturing: In this type of attack, the 

adversary captures a specific node and thus 

obtains the information stored in it. 

8. False or malicious node: In this kind of attack, 

false or misleading information is inserted in the 

sensor network under attack by the attacker thus 

transmitting false information through the 

network. 

9. Hello flood attack: In a hello flood attack, a high- 

poweredHello message is broadcasted throughout the 

network in such a way that a large number of nodes 

accept the transmitting node as their parent node. 

Now all the traffic flows through this parent node 

which causes delay in receiving the packets. 

CONCLUSION 

The major aspects of WSNsecurity namelylimitations, 

attacks and requirementshave been discussed in this 

chapter.  The aim of this chapter is to provide a general 

overview of the existing WSN security aspects and 

issues. However, a few  security issues in WSN still 

remain untouched. This chapter will serve as a base  to 

carry out research activities in the  field of Wireless 

Sensor Networks. 
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Abstract:  

 The Indian banking industry has 

experienced significant growth and changes since 

liberalisation of economy in 1991. Though the banking 

sector is generally well regulated and supervised, the 

sector suffers from its own set of challenges when it 

comes to ethical practices, financial distress and 

corporate governance. The study tries to find out the 

various reasons responsible for the happening of frauds 

in the Indian Banking System. The study highlights the 

different causes responsible for fraud event in banks. 

The report touches upon the various areas of frauds in 

the past few years across different banks. The study 

finally proposes some techniques to reduce future 

incidences of frauds in Indian banking sector. 

Key Words: Banking Frauds, Scams, Causes of Frauds, 

Role of technology. 

INTRODUCTION: 

It is universally accepted that for the economic 

growth of a country, an efficient and good banking 

system is a must. Banking sector in India has traversed 

a long-way to assume its present stature in the 21st 

century. The phenomenal spread of branches, growth 

and diversification in business, large-scale 

computerization and networking, have conjointly 

increased manifold the operational risks faced by the 

banks. Banking sector frauds have been in existence for 

centuries, with the earliest known frauds pertaining to 

insider trading, stock manipulation, accounting 

irregularity/ inflated assists etc. Unfortunately, it is also 

true banking industry has to face varieties of frauds and 

scams. The Reserve Bank of India (RBI) is the central 

policy making and national level regulatory body by 

keeping a watch over the entire banking sector. As 

KPMG‘s ‗India Fraud Survey 2012‘  states, ―Despite 

having a robust regulator, the financial services sector 

has emerged as the most susceptible sector to frauds.‖ 

Deceitful activities cause losses to banks and their 

customers, and also reduce money available for the 

development of economy. 

Over the years, frauds in the banking sector 

have become a lot of subtle and have extended to 

technology based services offered to customers. The 

Indian banking sector too is experiencing the pain 

because of increase in fraud incidents. Whereas most 

of the banks have indicated an overall increase in 

frauds incidents across all banking segments, it comes 

as no surprise that retail banking has been identified as 

the major contributor to fraud, followed by corporate 

banking. 

Fraud is a social evil, it affect whole of the 

economy which banking system is inclusive. Fraud in 

banking sector is generally looked at as acts that 

involve the loss of asset a through deceitful and 

dishonest means. It definitely constitutes one of the 

most serious threats to the practice and spread of 

banking in India. The delays in legal procedures for 

reporting, and numerous loopholes in system have 

been considered some of the key reasons of frauds and 

non-performing assets. 

Objectives of study: 

1. To understand the concept of fraud and scam 

in banking sector. 

2. To know about various major bank frauds 
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in last two financial years in Indian Banking 

Industry. 

3. To find out various causes of banking frauds. 

4. To explore the preventive measures using 

advanced technology. 

RESEARCH METHODOLOGY: 

The research paper is an attempt of 

exploratory research which is based on the secondary 

data collected from different journals, magazines, 

articles and media reports. To fulfill the objectives of 

the study, the research design of the study is opted of 

descriptive form. Various news articles, books and 

websites were considered for the study. 

The term ‗Fraud‘: 

Fraud is an overall marvel that influences 

the entire economy including all segments of the 

economy. Fraud envelops an extensive variety of 

unlawful practices and illicit acts including 

purposeful misleading or deception. The Institute of 

Internal Auditors ―International Professional 

Practices Framework‖ (2009) defines fraud as, ―Any 

illegal  act characterized by deceit, concealment, or 

violation of trust. Frauds are perpetuated by parties to 

obtain money, property or services; to avoid 

payment, or loss of services; or to secure personal or 

business advantage.‖ It should be noted that frauds 

generally impacts a bank by causing financial, 

operational or psychological loss. 

Types of fraud: 

As per RBI, fraud can be ―loosely‖ 

described as ―any behavior by which one person 

intends to achieve a dishonest advantage over 

another.‖ In order to own uniformity in reporting 

cases of fraud, the question of classification of bank 

frauds on the premise of Indian Penal Code has been 

considered and frauds have been classified as under: 

 Misappropriation and criminal breach of trust 

 Fraudulent encashment through forged instruments, 

manipulation of books of accounts or through 

fictitious accounts and conversion of property 

 Unauthorized credit facilities extended for 

reward or for illegal gratification 

 Negligence and cash shortages 

 Cheating and forgery 

 Irregularities in foreign exchange transactions 

 Any other type of fraud not coming under the 

specific heads as above. 

The term ‗Scam‘: 

Basically, the term ‗scam‘ is of very recent 

originated somewhere in the years between 1968 

and 1970. But in Indian context, it became popular 

since the Harshad Mehta case, which had come into 

light in 1992. 

However, scam has not been defined 

anywhere in the world in legal terms. Still its 

meaning can be explained as a fraud happening at 

several places simultaneously on a big scale 

involving a large number of perpetrators as also the 

victims. 

So, a fraud is basically an illegal act perpetrated by a 

single person or group of people. Whereas, a scam is not 

an illegal act but is a subversion and exploitation of the 

loopholes in the existing legal system. 

Recent Bank Scams: 

1. Punjab National Bank (PNB) 

2. Punjab and Maharashtra Cooperative (PMC) Bank 

3. Laxmi Vilas Bank 

RECENT BANK FRAUDS ANALYSIS: 

Bank fraud is a big business in today's world. 

Banks recently are being duped of millions of Rupees, 

thus destabilizing investor‘s confidence. The financial 

year 2018-19 witnessed the wiping of Rs. 715,429.3 

million from the banking industry in India due to bank 

frauds, which was nearly 2 times the amount lost in the 

previous year. 

The number of cases of frauds reported by banks 

increased by 15 per cent in 2018-19 on a year-on-year 

basis (Table 1), with the amount involved rising by 73.8 

per cent, though mostly related to occurrences in earlier 

years. The average lag between the date of incidence and 

its detection by banks was 22 months. The average lag 

for large frauds, i.e. ₹  1 billion and above, amounting to 

₹  522 billion reported during 2018-19, was 55 months. 

Among bank groups, PSBs, which constitute largest 
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market share in bank lending, have accounted for the bulk 

of frauds reported in 2018-19. It was followed by private 

sector banks and foreign banks. 

In terms of area of operations, frauds related to 

advances constituted the preponderant share of the total 

amount involved in frauds in 2018-19, while the share of 

frauds in off-balance sheet items declined from a year 

ago (Table 1). In terms of the number of frauds too, 

those related to advances were predominant followed by 

card/internet related frauds and deposits related frauds. 

Frauds relating to card/internet and deposits constituted 

only 0.3 per cent of the total value of frauds in 2018-19. 

Cheating and forgery was the major 

component, followed by misappropriation and criminal 

breach of trust. Fraud cases involving an amount of less 

than ₹  0.10 million (i.e., small value frauds) were only 

0.1 per cent of the total amount involved in 2018-19. 

 

 

  

Table 1: Fraud Cases – Area of Operations 

 

Area of operation 

2017-18 2018-19 

Number of 

frauds 

Amount Involved (Rs. 

millions) 

Number of 

frauds 

Amount Involved (Rs. 

millions) 

1 2 3 4 5 

Advances 2,525 225,583.2 3,806 645,481.7 

 (42.7) (54.8) (53.0) (90.2) 

Off-balance Sheet 20 162,876.7 33 55,375.2 

 (0.3) (39.6) (0.5) (7.7) 

Foreign Exchange Transactions 9 14,258.0 13 6,953.8 

 (0.2) (3.5) (0.2) (1.0) 

Card/Internet 2,059 1,095.6 1,866 713.8 

 (34.8) (0.3) (27.4) (0.1) 

Deposits 697 4,622.7 596 1,483.1 

 (11.8) (1.1) (8.8) (0.2) 

Inter-Branch Accounts 6 119 3 1.1 

 (0.1) (0.0) (0.0) (0.0) 

Cash 218 403.4 274 555.4 

 (3.7) (0.1) (4.0) (0.1) 

Cheques/Demand 207 341.2 189 336.6 

Drafts, etc. (3.5) (0.1) (2.8) (0.0) 

Cleaning Accounts, etc 37 56.2 24 2,088.1 

 (0.6) (0.0) (0.4) (0.3) 

Others 138 2,421.5 197 2,440.5 

 (2.3) (0.6) (2.9) (0.3) 

Total 5,916 411,670.4 6,801 715,429.3 

 (100.0) (100.0) (100.0) (100.0) 

Note: 1. Figures in parentheses represent the percentage share of the total. 

2. The above data is in respect of frauds of Rs. 0.1 million and above reported during the period. 

Source: RBI Supervisory Returns. 
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CAUSES FOR BANK FRAUDS: 

These reasons behind these frauds are work pressure 

on staff, insufficient trainings, industry 

competitiveness, family pressure and low degree of 

compliance followed as issued by RBI time to time. 

The credibility of third parties such as auditing firms 

and credit rating agencies is also under the question 

and is believed to be a considerable contributor 

amongst different causes, such as oversight by banks 

and inadequate diligence. The frauds may be 

primarily because of lack of adequate supervision of 

top management, faulty incentive mechanism in place 

for staff; collusion between the employees, corporate 

borrowers and third party agencies; weak regulatory 

system; lack of suitable tools and technologies in 

place to detect early warning signals of a 

fraud; lack of awareness of bank employees and 

customers; and lack of coordination among different 

banks across India and abroad. The delays in legal 

procedures for coverage, and various loopholes in system 

have been considered some of the key reasons of frauds. 

In brief, some of the major reasons for frauds in India 

are as under: 

 Low risk – high yield, 

 Extremely profitable to offender, 

 Very less possibility of getting caught red 

handed, 

 No deterrent action possible immediately, 

 Police not interested to take up cases, 

 Long drawn cases in courts. 

 

COMBATING BANK FRAUDS: WHAT IS THE 

ROLE OF TECHNOLOGY? 

Technology is like a double-edged sword. One side, 

culprits are using it to further fraudulent schemes; on 

the other side, we are making some of our best 

progress using the same technology. Undoubtedly, 

technology can be helpful in detection and 

prevention of frauds in banks. As technology 

becomes more and more advanced, fraudulent 

schemes will also become more complex, while 

more sophisticated fraud solutions will be developed 

to control hackers‘ efforts. As the landscape of 

frauds continues to shift, businessmen must be aware 

of trends and predictions which will allow them to 

implement internal-external controls and systems to 

help minimise the risk of fraud. Instead of relying on 

reactive methods like whistle blowing, banks can and 

must take a more hands-on approach to fraud 

detection. Therefore most banks are, thesedays, 

insisting on cashless and paperless  transactions. The 

substantially larger protion of technology related 

frauds in the Indian banks by number is only 

expected as there has been a remarkable shift in the 

service delivery model with more technology 

integration in the banking industry. Even though the 

number of cyber frauds is extremely high, the actual 

amount involved is generally very low. The 

advanced technologies adopted by banks are making 

them increasingly vulnerable to various risks, such 

as, phishing, identity theft, card skimming, vishing 

(voicemail), SMSishing (text messages), Whaling 

(targeted phising on high net worth individuals), 

viruses and Trojans, spyware and adware, social 

engineering. While some of the risks in the banking 

industry have always been there, they are changing 

with the constantly evolving technology standards 

and regulatory framework. For instance, cheque 

fraud is declining while electronic fraud is rising, and 

the latter tends to be perpetrated by more 

sophisticated criminals. Cheque fraud has been 

around the world since the old times, but the pace of 

changing schemes has been very slow for banks to 

react with very good procedures—many of them still 

‗manual‘. Some of the technological innovations 

which may be already in use in some banks, are, 

briefly summarized as: (a) Two-dimensional Bar 

Codes, (b) Data Glyphs, (c) Biometrics, (d) Cheque 

Image Processing, (e) Data Mining (f) Data 

Analytics, etc. Banks have more technology and 

more incentive than ever to control fraud in 
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electronic banking transactions. But whether they 

have enough technology and incentive to protect 

consumers from the headaches of a compromised 

account, payment card or identity is doubtful. There 

is no ―one silver bullet‖ to stop all fraud forever. 

That suggests consumers should expect to see, and 

might want to welcome, an ongoing stream of new 

solutions that banks will employ to stay a step ahead 

of electronic banking fraudsters. It is most 

unfortunate that the current system of usernames and 

passwords, with which consumers are familiar, is 

basically broken. Consequently, banks also have 

begun to deploy an array of other technologies, some 

of which are so exotic and sophisticated they might 

seem like science fiction. Here, is a summary of 

some of the technology that is on tap: 

 Device fingerprinting tracks a series 

of identifiable hardware and software attributes to 

recognize a user‘s (or fraudster‘s) device. 

 Behavioral analytics monitor 

navigation techniques and other aspects of a user‘s 

online behavior to search for anomalies or 

suspicious activity. 

 Malware detection searches for 

potentially fraudulent changes to a user‘s Web 

browser to assess whether it's been compromised. 

 Knowledge-based authentication 

presents a series of static or dynamic and 

supposedly secret questions to establish a 

user‘s identity. 

 Password tokens give a user a one-

time-only password that must be entered 

before it expires. 

 Out-of-band authentication 

challenges a user to access a one-time-only 

password or code that is sent  to another 

device, such as a mobile phone or land line. 

 Transaction signing requires a user 

to digitally sign each transaction. 

 Endpoint protection requires a user 

to download a one-time-only, secure browser 

to access a website. 

 Voice printing records attributes of 

a caller‘s speech over time and matches those 

attributes against subsequent calls. Voice 

printing is an example of biometrics, which 

use unique physical traits, or characteristics to 

identify individuals. 

However, as technology advances, 

we are seeing a distinct proliferation of more 

complex fraud schemes. At the same time, we 

are seeing more breakthroughs in the use of 

technology to detect fraud. To minimize the 

potential damage of fraud, companies need to 

invest not just in more advanced technology 

but in people and policies for detecting 

attacks as quickly as possible. 

 

CONCLUSION: 

Fraud is a worldwide phenomenon 

which affects all continents of the earth and 

all sectors of the economy. With the rapid 

growth of banking industry in India, frauds 

are increasing very fast, and offenders have 

started using innovative methods. 

Shockingly, the Indian banking industry dubs 

rising fraud as an inevitable cost of business. 

In India, one of the most challenging aspects 

in the banking industry is to make banking 

transactions free from electronic crime. By 

strengthening the data analysis software, 

banks can detect fraud in a short time and 

reduce the negative consequences of fraud. 
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